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THE HEART OF
THE MATTERE

SiD

&

At the core of SiD are three key categories of version where text such as a
information: be highlighted from the body of a source document

and quickly added to a new object profile. This
1 Information from all forms of source method is used where minimal information is

documentation such as statements, job sheets, available on an object.
diary notes, or even bank statements, is
entered in Ainformatdi ° ISmart Forms

1 Any particular entity or item of interest, such as

a person, a car, a location or a weapon, is Si Dés Smart Forms provide bus
called an fiobjectd a n custom forms to be designed with the entities and ,, ,

Robject associations specific to your organisation. Smart

profil ed which is bui IForms allow collection of information with the first
1 The associations between any two (or more) level of (_:ollatlon and linking completed
. automatically.
objects, for exampl e, i , are
call ed Arel ati onshi

Pe o Duplicate Checking &
Efficient Data Entry Profile Combing

SWhen new objects are loaded, a weighted
algorithm automatically checks the likelihood of
any possible duplicate records, based on identified
attributes such as name, date of birth, passport
number etc. Where two profiles containing
information about the same person are found,
these can be automatically merged into the
selected master profile.

Si Dés straightforward u
learn, with comprehensive, window-level help.
Information may be typed in directly, or imported
from word processing applications. Documents
and images can also be scanned in and Excel
spreadsheets may be imported. Extensive use of
lookup tables throughout SiD makes it easy to
correctly enter values such as place names etc,
thus improving the quality of data input, and later
the ease of searching for these values. Comprehensive Search Ing
There are several options for loading object

) . i ] Getting information out of SiD is as easy as getting
profiles; a full profile version, and a rapid load

it in, with search facilities that are both advanced
and easy to use. Full text and contents searching
capabilities are provided.

Simplicity of searching is a popular aspect of SiD,

as is the ability to search o
irrespective of name order. For example, a search

for TAN LIM CHIN will also return the profile for

CHIN TAN LIM.
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ARRESTING
FEATURES

Infinite Adaptability

What sets SiD apart from other advanced
relational databasesi from any field of endeavour
T isits infinite adaptability. This means that if, for
example, partway through an investigation the
need for a new DNA profile category becomes
apparent; the investigator can add this as an item
of information available to all object profiles, there
and then. This flexibility applies to adding new
types of relationships, new types of objects and
information reports 1 in fact to most of the system.

Arrest, Disclosure and
Prosecution

SiD electronically creates relationships between
objects in the database. As soon as one looks at
an object profile, any relationships with other
objects are immediately apparent. Similarly, the
information report(s) referring to that object are
shown, as are cross-references between
information reports.

Project Library

The Project Library module can be used to create
files
profiles and information reports that already exist
within SiD. For example, an analyst or file manager
working on an operation might create a project for

&

the phase of the operation concerned with vehicle

movements. Wi thin this projec
Movement so, t hegroapsfoi ght be
ADriver o, AVehicl eso, i Gr een

Together these features make the paperwork
required for arrest, disclosure and prosecution fast
and easy.

Being electronic, SiD eliminates the need for many
copies of documentation. Only the evidential copy

is required, while the electronic data is on hand for
all other uses.

Precise Security Control

Comprehensive security facilities in SiD allow the
same database to be used for all investigations,
whether they are general, undercover or internal,
with no danger of compromising security
restrictions applied to the most sensitive of
information. This is achieved in several ways,
including the use of user roles that give users
permission to perform some functions on the
system but not others, and the use of data access
privileges which allow access to particular data
only to users with corresponding access rights.

(cal |l ed -refprencep te abject 0
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INTELLIGENC
E SUPPORT

&

SiD takes the hard work out of intelligence analysis, with an integrated set of analysis tools and two-way
interfaces to powerful visualisation programs including i2®, ArcView and Maplinfo.

Integrated Analysis Tools

SiD delivers all the productivity gains to be
expected of a modern, information storage and
retrieval system 1 rapid data entry, extensive
search facilities, comprehensive documentation
management i but also offers an integrated set of
specialist analysis tools that are essential for
intelligence-led law enforcement. These include
the Telephone Analyser module that is used to
analyse telephone call records supplied by
telephone service providers.

Telephone Analyser

Telephone analyser allows importing of files in
Excel, delimited, or fixed-length text format files as
well as allowing manual input. This data can then
be automatically transferred into the main SiD
database, where each telephone number is
created as a unique object, and each call is
recorded as a time-dependent relationship
between each telephone number.

Seamless i2® interface

At this stage the user can select a phone number
or numbers for inclusion in an i2® link analysis.
This reveals all relationships between the
selected |telephone numbers and other objects
such as people, or locations, that already exist
within SiD.

In addition, users can use the i2® Analyst
Notebook to add new information such as
additional relationships between existing objects,
and have i2® diagrams stored against profiles.
Combined with SiDoés
may be used to select data for inclusion, the i2®
interface enables rapid visual display of large
amounts of complex relationship data.

Point-and-click relationship build

SiD includes its own graphic relationship build
facility. SiD ensures all relationships are
referenced to the source document (information
report) that gives evidence of the association.
Relationships can be time-dependent and can
have attributes associated with them; for example,
person X was a shareholder of company Y from
August 1990 to July 1992 with 2000 shares at
$40,000 total value. Pre-defined relationship types
have their own

relationship rules that ensure only naturally
occurring relationships can be entered.

Integrated, Secure System

SiD makes data gained from operation-by
operation investigation activities available as a
national intelligence database i while protecting all

© Superstructure Group Limited 2011
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INVESTIGATION

SUPPORT
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SiD uniquely integrates the intelligence analysis capability with a full case management facility. Full task
assignment and tracking capability, gives the officer in charge complete status reporting.

Investigation Management

This database provides all the efficiencies to be
expected of a modern, nation-wide information
storage and retrieval system i rapid data entry,
extensive search facilities, comprehensive
documentation management i but also offers
advanced tools for investigation management.
These include the Directives module, which
manages operational tasks.

Case Management & Task
Management (Directives)

Directives assigns officers to various tasks within
the enquiry and gives full status tracking of
outstanding, and follow-on tasks. At any point in
time the commanding officer can quickly compare
progress on various lines of enquiry i and direct
the re-sourcing of the investigation accordingly. It
also keeps an audit trail of the documents relating
to that investigation, including for example, the
source document for each directive and the
document that results in the closure of each
directive. Directives includes start up checkilists for
standard investigation procedures for different
types of crimes; for
surveillance coverage in the area. Check taxi
recordséo These
whenever necessary.

Who is investigating whom?

A useful feature is the ability to set interest flags
against object profiles, which tell the user who else
has accessed that profile since they last logged on.
These flags can be apparent to all users i or just
to the users who set them. Set interest flags may
be used to enhance team working between
officers, or for covert analysis of who has been
accessing specific information.

Area Canvass

Area Canvass is another unigue management tool
offered by SiD. It provides comprehensive facilities
for the design and management of door-to-door
surveys of people who may have information
relating to an enquiry. Preparing surveys and
assigning streets and street numbers to officers is
a breeze with a tailor-made questionnaire facility.
The display of the area canvass progress and
results can be readily manipulated on-screen.
There are many sorting criteria to choose from; for
example, an area canvass may be viewed
according to street number, status, and people
associated with each number; or it may be viewed
according to all the people interviewed so far,

€ X agorted by response. Area Canvass can import

location data from geographic information systems,

checkl i ssychas ArcView and Mapinfo, and export data to

these systems so that

© Superstructure Group Limited 2011



ASSOCIATIONS % SiD
AN D L I N K SUPERSTRUCTURE GROUP

SiD has point and click building of associations and a direct, seamless linktothei2® Anal yst 6 s Not ebo
product for generation of link diagrams and event flowcharting.

The detailed features of the Associations facility are:

suzhigatizn (sl alis

5 el e Eepil i i1 My s Envein’ W s T 1B E 1 Point and click relationship build
[iwe [0WSe, 8 % i+ slrat  HEMsssaw[® 1 Audit cross-referencing to source
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o) s, . .
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1 Multiple relationship add (e.g. all
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OBJECT

&

Object profiles provide detailed attribute descriptions for all objects of interest to the investigation

(persons,

organisations, vehicles, items, phone numbers, addresses etc). The profiles are dynamically expandable

with an unlimited amount of detail possible to record.

The detailed features of this facility are:

1 Linking of any content in any MS Windows®
application to any object. This feature allows
linking Spreadsheet, Photos, Maps, Video clips
to extend the recorded information.

1 Linking of any web URL address to extend
information in SiD to information held anywhere
on the web

9 Full search on the contents of all profiles

1 Attribute-based searching (for example, Asian
Males two metres tall) 1

9 Order-independent searching for Asian names
(for example, Ho Han Kwuk versus Kwuk o
Han)

= =4 —a A -

t REED J nsnphing Raso [1.2/06(1972)

9 Full audit trail of any changes

Details for financial transaction data
Full data security and post-operation

downgrade option

Linking of i2® diagrams to specific profiles
iCut and pasted buil
Profile combining (alias resolution)

Secure and broadcast alert flagging
Unlimited text detail can be recorded for each
profile

Electronic file breakdown into user-defined
project categories (for example, Disclosure/
Evidential/Crime scene/Suspects etc)

di

O byt [ DO0EED Tupe: FEASON {2 Enbitp Type: [Persnr = [ Geresal Arcas: 1=l
made (Who' When’ Why) [BEED Jozaphing Roes [12/051 973 ]
Source Aefnbily:  [F- RELIARILITY LINEMOWH =1 [E- TRUTH CAHNMOT BE JUDGED I=]
I Cross reference back to any |y eemmate 2 i = =
| RO s r e f erenc | Lzt Mocilimd [Tu= Zmr #2000 522 ] B [se |
Araa Carvarsas (2]
1 Unlimited expansion of profile |tssssi IR DSEPHINE
At Hiztom Midcle Hoarmes FOSE
detail (operation specific) AR e .
agiam =
1 Multiple entries for items (for ;'hj;‘;;;"-‘m'y E;'j'*“""" il
H H Pralie Tes{0| [0 = R 0
example, recording of multiple |2t i AA—
Redated Reports (2] Aidrees [Home) A0 GRASS STREET ORIENTAL B&Y WELLIMGTON
passports) gg.aadgh;:lo] ickdrmsr B usiners] TELECOM HOUSE, MAHMERS ST, ELLIMGTON
Phora |Business] M 801 2563
Fhaee [Home] 04 401 7995
Fioke in Opeiaion AHEA CARASS bt
Decupericn CHEF
1 | ﬂ"
Experdtenibares | [letiop st | | Smbuee il | derbps | [ Vieuirieas || et picen | Bin || B

This object profile window has jumps to associated information on the left, and a
customisable, expandable set of attributes on the right.
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DOCUMENT
MANAGEMENT

Al | source document s

&

entered into SiD are call-ed

defined types of IR; for example, Statement, Job Sheet, Notebook Entry.

The detailed features of this facility are:

1 Word processor interface (MSWord®) to allow
import of previously typed documents

1 Internal text editor to provide fully formatted
amendment to text

1 Spell check

1 Linking of any content in any MS Windows®
application to any object. This feature allows

linking Spreadsheet, Photos, Maps, Video clips

to extend the recorded information.

1 Linking of any web URL address to extend
information in SiD to information held
anywhere on the web

9 Full text search on the contents of all
documents

9 Thesaurus search for list of linked words (for
example, LSD, acid, trips, blotters, mellow,
tabs)

9 Full audit trail of any changes made (who,
when, why)

9 Linking of multiple objects (people, vehicles etc)

referred to in information reports to the
respective information report

1 Linking of related/superseded IRs

1 All associations entered into SiD are
referenced to the information report they are
based on

Searchable details for data from electronic or
surveillance logs

Searchable details for financial transaction data
Full data security and post-operation
downgrade option

Electronic file breakdown into user-defined
project categories (for example, Disclosure/
Evidential/ Crime scene/ Suspects etc)

Full Admiralty source and information reliability
rating

i Add 1o Projects =]|

Hint: Doubdecick 1o 2dd 1o a project caegqon

This pop -up window
allows rapid addition of
information reports and
object profiles to project
library categories.

El- Cebegpiies

1 Eviderbal

i Erieks

i Changes

i+ HeweDischsrs
PoLowikreseas

- Eviie

i ESR

i L Pice
E-Fiancid

i L Piocesds of Ciime
L Wehicks
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CASE

MANAGEMENT

2 SiD

SUPERSTRUCTURE GROUP

The Investigation Directives mechanism of SiD allows the operation commanders to manage task
assignment and the various lines of enquiry.

The detailed features of this facility are:

1 et 0 D wisd i 0 paralion
Hint -Saksci & shatup dracien [ the imesi and dreg b= add 1o |he curer cpmalor's dmcts
= STARTLR D =] [ Ty Dz il Fazgradis_Dpmshon Fham
i ARMED ADEEERT 1 GEMERAL MVESTIBATIN  A3=IEH 0/C OFERATION | 1 CONMEND
= HIMODE 2 GENEFAL WVESTIGATION  ASSIGH 21T L] COMARD
45516 DWC OFERATION £l GEMERSL MVESTIGATION  ASSIGH O/CSCERE sd COpMEHD
ASSIGH AT 4 GEMERAL HVESTIGATION  ASSIGNO/CGEMERAL | sid CORMAHD
A551EN D0 SCEME :D
-3 31GN DAC GENERAL
AS5IGM OXC SUSFECTS
—-055|GH 042 EXHIBITS
ASSIGN FILE MAKSGER
=llal | 3 Kl | [
i Brith

i Directee Mainienance

1, Aestign W Dperatinn | | Doeation Calfizh Clozz [AOLTIHE :I
san 21 S o T — |
A G 3 Akan VT Soene )
3B b ragn O Genia Pl | [ ==
& 5 5 Awign T Garmsd bondby  Emad On a1 4A21 18
@ B 5. Aign DZ Bocy eespredin  [joa |squad:  [TCOERERAL =]
0B B Asign [V Sumects - =
-5 7. demvign (1 Evdabits Evtewad Taige:
31 6. Asiign Pk Manages [Clrk| Diasrigtion | rtsreey s paper o Ihaar]
=55 B Inkremw Edwand Rewdi ahamark baken,
STATEMENT, 2194, SOURCE ) .
= ] STATEMENT, 2014, CLOGING [ iy sy
S Wodisd By =d Drc Tuw 25A07/ 200008 50

1 o] STATENENT, 2007, CLOSING
B T4, Find frm WP Male 1 aman by Edh.
£i- 3 15.Frnd o WK Naln 2 zman by Edy
H- g 0L Irderview Fisgepiions! of the Grand
= 1. intervies Feteizon
12 Intenen.John Swsth sbauk ke miteing 5o
. rdervize S flimate s
. Fird e Inkensesi Siran Holbs

-5

I cate ol intar i s pap ie g, Sadod, W tap oted Fesding the bady 1o Edeedin
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9 Start-up checklist for standard
investigation procedures
(for
surveillance coverage in the area.

1 Customisation of any of the terms
used in the SiD interface (for
example Case Management may be

il nvestigati ono)

cal

| e

e X

d

ampl e,

1 Assignments can be made by
squad, external agency or by
individual officer

9 Descriptive and coded definition of
the action to be taken

9 Full status tracking (for example,
ffunassigned/ active/cl o
unr esol

9 Priority allocation (for example,
furgent/ priority/ routi:

9 Date-required follow-up reporting

9 Full generic task status reporting
(for example, all outstanding
actions for officer A)

T Li

nki

ng

vedo

of r el

investigation concerned
1 Linking of relevant profiles to the
line of investigation concerned

AObt ai

evant

n
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TELEPHONE
ANALYSIS/
ELECTRONIC
SURVEILLANCE

&

SiD provides mechanisms for importing, storing and extending information captured by various means of
electronic surveillance.

The detailed features of this facility are as follows:

1 User-defined import data formats for data 1 Audio log recording

9 from various telecommunications agencies I Generic output selection capability

1 Excel® or delimited file support § Output options to Excel®, i2® or multiple
9 Direct link to SiD relationship build facilities 1 report formats

T Transcribersdéd | og r ecorf Fulreversal ofimportloads

ﬁ Maintain Analyser Log

Operation Mumber: 1

Call Direction : [Mo Rensating vauzs =
Leg Mumbesr: Z

ISTD Code: Looku |
Log Desciiption Phunl: tap iz suspected diug dealer I P

3 Lokl
Document Reference: [ 7542 ST0 Code: | nokup |
T ape Refererce From: I LPE 11-22 Murnker : I

T | 137D Defaul: [54 LSTD Delaull: |

Cal Date ¢ Time From lstd FromLstd Caled From Tolstd  Tolstd  Mumber Caled Call Duration Document Bef Tape Ref Sustern Cal 1D
17031334 18:15:00 &4 3 1234567 B4 3 =L L 0o 0as 239335 oCoo |
17/03/1334 168:18:00 b4 3 J8¥E54S b4 3 124587 ooo:o2 23535 L1001 2
17031334 18:21:00 &4 3 1234567 B4 3 =L L aoan:0s 239335 oCoo 23
17/03/1334 18:25:00 b4 3 J8¥E54S b4 3 124587 000236 23535 GEOOT 24
170341934 18:55:00 &4 3 9B7B543 B4 3 1224567 o2 29595 GEOOT ¥l
13/03,/1334 11:45:00 b4 3 1234567 b4 3 337043 000335 23535 ooz &b
19/03/1934 12:07:00 &4 3 9B7B543 B4 3 1224567 0116 29595 GEOD2 =

The Maintain Analyser Log window enables rapid, manual data entry.
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FRONT PAGE

&

SiD Front-page view provides user specific lists of information relevant to their area of interest. The front
page view provides informat.i
Information is refreshed on a frequency that can be set according to needs. This means that information
relevant to the selected area of interest will pop-up as soon as it is entered to SiD.

on Apushedod to users (rat

A user is not limited to one front page view i each user may maintain a profile which contains a number
of different vi ews alfincidentd relating totclass A drugsin the Yast waeho eall
incidents related to car bombs in the last 3 monthso .

STATEMENT : 0000007 - 27/02A2008

| 102034

ST/ DOUGLASS EDMONDE/ TFDS3 / 170990 -~

Chaistchurch Central Police Stasion

Cher

a
abow §

Then b,
[

&scant . Chiristchurch . 1 am 21 years old and was
it st Backhensm Sarvica Station . Ph 552 2078 . My

EGERTON . e parked i 51 Asoph St [ was i my car , il s burraws
0 1 b Blacles denn fr om e river . Wa

et of night clubs we started at abowt 10 00 pm ot Baileys on Colombo 5t

charing the might . The first ime was ot obowt 11, 30 pm snd fhe sacond at sbout 12

ang wAth her

lking s1ound the
o-arne had soid

ilak and then Laf out e doct o to Bewat St

sbeth ond &nn Les-anns wers walking owards the Bar . Thotwas the lost ime | saw them

rd T then went 10 the Fook Bar W stayed there (o1 sbout 172 an howr _ Then e wert to the Lab on Bome S, We
hcast 510 minuta: . #ham 40 fhie Eastrida thatwwa: sbowt 230 sm . The Band had just fmishad  We mast soms
Gontknow thete names 1 know et from my work at Service Stanon W then went back 1o Baleys 816 for
miAtes

ack 10 the car and to Toms place i Antowi Ra . We 131 thare and talked , 1 1efthets a1 ahout 4. 08 ara and want howme

bed 1wenttabad #1417 am . | remembar looking o the clack

Behind every front page view is a user defined queryd
multiple queries may be built for differing views of the SiD
data. These queries may be assigned to a user profiled
managing the list of data views available to that user.

SiD Front-page profiles provide management of queries to
select information from SiD based on a target area of
interest. For example 1 all incidents relating to drugs in
the last 10 days in areas A, B and C.

A full query building interface is provided within SiD

© Superstructure Group Limited 2011

There are three tabs available within the
options screen.

The General Tab allows editing of Front
Page behaviour.

FrontPage Auto Refresh T Select
the auto refresh option and enter
a refresh interval in seconds to
have the list of reports updated
automatically within their
FrontPage profiles.

Show FrontPage on Startup i
Select this option to have the
FrontPage presented on screen
upon login to SiD.

Unexpanded Profile Entries 1T Enter
the number of reports to appear
within a FrontPage
unexpanded view. The option to
show all is available via the
hyperlink positioned to the right of
the profile name.

pr



CUSTOM REPORTS 2N ISiD

SUPERSTRUCTURE GROUP

SiD provides custom report building to report on details from any Object profiled with a list of selected
attributes. Reports may also be produced from selected Projects

i The SiD report builder allows

users to build any number of
> custom reports on any object
profile.

=

[T S —

i Selection by attribute is
provided automatically against
any date or lookup attributed
allowing selection of multiple
values

Busarcomt | Choosomesoe | I Cort

IEEEE = e o I I T N I I I

W E e R =P

HINT: Another Report may be Chosen using <Unde Choose> button below - or double click

30 ACCOUNT Standard Repart @I
2 CASE Standard Report =
12 COUNTRY Standard Report
4 DOCUMENT Standard Repart @|
Selected Report 30 ACCOUNT Standard Report
S /cick{fels{lo/chose) Select Values Included in Report ?
1 Account Number CASH 2
L -ccount. Category NENNNGN FINANCIAL 2
LN o) (GOVERNIMENT 2
4 Account Name IMERCHANT 2
TRUST v

Build Report Undo Choose Deselect Al Bun | Cancel I

PERSON Standard Report

Page 1012
2022007
Famiy lame _Firstfiame Widdle tames. Tite Gender
oskas woGENs “ATALAY W WALE
oskais uosens ATALAY R
oskas uoseNs ATALAY R
oskas uogeNs ATALAY R
oskais uogeNs ATALAY
oskas uoaens ATALAY
hewai azRoEN Vs
b azRoEN Vs
azRoEN Vs
aERoEN Vs
aERoEN Vs
aERoEN Vs
czRoEN Vs
e czRoEN e
e czRoEy Ve
czRoEN Ve
czRoEN Ve
czRoEN ueH
rewne AL
rewne AL
rewne HaLe
rEwne jale
rEwnG uaLe
rewne HaLe
rEwnG jaLe
rewnG JaLe
rEwnG jaLe
rEwnG jate
rEwnG ate
rEwnG aLe

R UALE

Cobann Widh Algn Colamn
5 Gender [ a|freeasely 5o Unts =S 2| save it | Savetoucel | Fiih
[ | Docreasety
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AREA CA

NVASS

% SiD

SUPERSTRUCTURE GROUP

SiD provides mechanisms for managing an area canvass and reporting the status of a canvass via an

integrated GIS tool.

The detailed features of this facility are:

Carmoarz Mumbar 1

D =i phier Carvass of Brace 5 1o My 0yesd opartie
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orc 34T 00 13

Filieet Humbe: [Low] o]
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Belwd | Meva | fobe | S | Ee

The multi -assign feature saves time when assigning many locations to a

single officer.
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-} REED J b Rigx [1 20BN 972) - _-J

. ETATEMENT-IRIKT 200, 22072000 (FO ST b TiE I__-MHED\”E =
k12 FodimFme [ 1R aitached =D

1 Dotsfmirat [0S0 | Dele AequeedBr
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5 inemt 0Dk [ Wulboebect Locaion: Fimh | Marsn | gmon | sew | e |

The Locations/Objects/Reports window allows rapid linking of objects

and information reports to locations.
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User-defined import data formats
for data from various GIS export
formats

Excel® or delimited file support
Generation of street numbers for
unmapped areas

Full status tracking (for example,

funassigned/ active/cl o

unresol vedo)
Priority allocation (for example,

Afurgent/ priority/ routi:

Link to locations already recorded
in SiD

Linking of relevant IRs to the
location concerned

Linking of relevant profiles to the
location concerned

Generic output selection capability
Output options to Excel®, i2® , GIS
or multiple report formats

Template definitions for capture of
details (for
vehicl es,
Questionnaire definition, including
facility for embedded photos
Address checklist for assigned
officers/squads

exampl e,
addresseso)



SECURITY
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Elaborate security provisions allow organisation-wide access to the database 1 while maintaining all
levels of data protection and functional security. Exclusions are based on individual user privileges and
assignment to particular operations, allowing precise control of access to data.

Encryption

SiD has been implemented with a full public/
private encryption mechanism for certification to
beyond military standards, using third-party
software.

Functional Security

Functional security is delivered by a pre-defined
set of user roles that give selections of functionality
rights appropriate to the personnel roles in typical
operations. Each role is aligned with the actual
tasks performed by personnel in typical operations.
They ensure personnel are granted appropriate
access to functions. For example, typists should
not be able to delete information reports, and
officers in command should not be able to delete
directives. Users need passwords to log on, and
can have one user role only for each operation
they are assigned to. These roles are organisation-
wide, however if one person performs tasks from
more than one role in an operation, a new user
role can be created to allow for this. SiD maintains
a history of role changes within operations.

National and Operational Data
Security

There are two kinds of data security: national and
operational. National security is a hierarchical
classification that is usually aligned to Government
security classifications. When users enter
information reports and objects in the database,
they select the appropriate security level. Unless
users have national security rights corresponding
to, or higher than the security level of the object or
information report, they cannot access data on it.
This means searches do not return objects or
information reports and relationships are not visible
unless the user is authorised to access both
objects or information reports.

Manageable views of data

Operational secur i
of data in the system, by presenting only
information from the operation that the user is
currently |l ogged ont o.
expanded if relevant information might be available
from other operations. A new operation is defined
for each investigation, and where security
requirements dictate, sub-operations may be
defined within an operation (for example, for a
covert operation running in parallel to the main
operation).
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SECURITY (cont)

Covert operations invisible to other users

A covert, internal operation may be run in parallel
with an external investigation into the same
incident. Personnel in the covert operation can use
all data from the external investigation, but only
the officers working on the internal operation will
be aware that it exists. Similarly, officers working
on undercover operations can safely enter data,
and prevent their identities being revealed to
personnel who are not part of the operation.

Control the types of data from an
operation other users can see

Operational security enables those setting up new
operations to control what types of information
users can access, depending on whether or not
they are assigned to that operation. It is additional
to national security: irrespective of the operational
security level, users must have a national security
level corresponding to, or higher than that entered
for the information report or object, or they will not
have access to it.

There are three kinds of operational security:

A High, means all information reports and objects
entered for that operation are available only to
users assigned to the operation.

A Medium, means all information reports entered
for that operation are available only to users
assigned to the operation. Objects are available
to users with corresponding or higher national
security levels, irrespective of whether they are
assigned to the operation.

A Low, means information reports and objects
entered for that operation are available
irrespective of whether users are assigned to
the operation.

SiD

&

The medium operational security setting has the
advantage of preventing users who are not part of
the operation from seeing the information reports
which are particular to that operation, while
allowing them to see object profiles, which may
well be of interest to other investigations.

Universal operational security
upgrade/downgrade facility

If the operational security requirements change, all
data from that operation can be universally
upgraded or downgraded. For example, on
completion of an operation, it may be useful to
downgrade all data to allow general access.
Similarly, additional security requirements may
become apparent during an operation, and it can
be upgraded to medium or high operational
security at any time.

Information reports all have a security downgrade
override option that, when selected, excludes them
from any security downgrade.

Audit Trails Kept Throughout

SiD keeps comprehensive audit histories of all
changes made to data, as well as enforcing a
business rule that ensures changes to evidential
data are linked back to an existing source
document (information report).
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SYSTEM SECURITY

SiD

Q.

SiD provides multiple levels of protection via data security and functional security access restrictions. SiD
has proven capability for implementation with a full public/private key encryption mechanism (such as
Smartcrypt) for certification to Top Secret level.

The detailed features of this facility are as follows:

1 Individual user password protection i
directly linked to database usernames

1 User-defined levels of functional
access with read/write/delete
restrictions on any function

1 Operation-b tion data protect gg@i QNW 7
peration-by-operation data protection
for IRs %_.*é/f @Li%,

9 Operation-by-operation data protection

m Langponm

CID iz a dalabass for managig senous clime irsashgations.

for prOﬁIes o carmol log onto CID wakl wouw ana redisharad 3z a member of &1 mguing baam,
| User access only to assigned To b given aczsgs (o a CID inquiny - conkact the inguiry base
i Enber a Usger D and passward 1o log onta CID
operations
Unauthorised data is invisible to users UserlD:  [eif21= |_Tt~&__|
National security override Password Rl Cancel

Database login protection
Database security schemad secure
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TECHNICAL
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Client Specification
Hardware

1.3GHz Pentium IV or greater (at least 1GB RAM).

At least 100MB free disk space.

Minimum screen resolution of 1024x768 high colour (16 bit).

1 Free USB or parallel port for running i2 Analyst Notebook dongle
Software

Required

Microsoft Windows XP Professional (Service Pack 3 or later), Windows Server 2003.

Internet Explorer 7 or later.

Oracle 9 client or later.

Microsoft Office 2003 or later (for certain import/export functionality).

Optional
Adobe Acrobat Reader 7 or later (for reading SiD documentation).

i2 Analyst Notebook 6 or later.

Server Specification
Hardware

As indicated by database software provider.
Software

Oracle 9 or later.

Microsoft SQL Server 2005 or later.

FULL MULTI-LANGUAGE

1 Another SiD feature is multi-language support allowing SiD to be deployed in countries that do not
speak English (or would use multiple languages). Any data within SiD can be recorded in any
Unicode supported language allowing search in the native language.
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